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VoA SECTI ON VI I 1. | NTERNATI ONAL SECURI TY PROGRANS
Part 1. | NTERNATI ONAL CONTRACTS

8- 100 Purpose. The purpose of this section is to set forth: the
responsibilities for the protection of foreign governnent classified
information in contracts awarded to industry within the U S., the proce-
dures which shall be used to ensure that the U S. neets its obligations to
protect foreign classified information, and instructions for the award of
U.S. classified contracts to foreign firms.

8-101 Bilateral Security Agreenents.

a. To establish the intent of both parties to protect each
others classified information, the U S. negotiates two basic types of
security agreenments with other governments, the General Security of
| nformation Agreement and the Industrial Security Protocol. The Deputy
Director (Industrial Security), HQ DIS is responsible for naintaining a
current listing of those countries which have entered into either type of
bilateral agreement. Ceared contractor facilities should contact the CSO

" for information concerning these agreenents.

(1) The Ceneral Security of Information Agreenent (GSOIA).
_ The GSOIA is a governnent-to-government agreenent, negotiated through
<%, diplomatic channels. It states, in substance, that each party to the
? agreenent will afford to the classified information provided by the other,
the degree of security protection afforded it by the rel easing governnent.
It contains provisions concerning the use of each government’s informtion,
third party transfers, and proprietary rights. |t specifies that transfers
of information will be on a government-to-government basis. |t provides
that both parties agree to report any conprom se, or possible conprom se, of
classified information furnished by the other party. Noreover, the GSOIA
states that both parties wll permt visits by security experts of the other
party for the purpose of conducting reciprocal security surveys. The pur-
pose of such surveys is to determ ne whether the foreign government has the
capability to protect U S. classified information in a manner that is sub-
stantially equivalent to the protection afforded to it by the U S

(2) The Industrial Security Protocol. The Industrial Secu-
~rity Protocol is negotiated by the DoD as an “annex-to the GSOIA, Wi th those
foreign governments with which DoD has entered-into coproduction, codevelop-
ment, and/or reciprocal procurement arrangements involving industry. It
i ncl udes provisions for clearance of facilities and personnel, the handling
and transm ssion of classified material, and procedures for visits.

b. The above-cited security agreenments apply only when a con-
tract, subcontract, or other such governnent-approved arrangenent, is
awarded to a foreign or U S. contractor by, or on behalf of, the US.
Government or the signatory foreign governnment, as applicable. They do
not apply in the case of an industry-to-industry arrangenent, unless it is
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in furtherance of a documented government-to-governnment cooperative program
such as a coproduction nenorandum of understanding. In -such instances, the
gover nment -t o- gover nment arrangement will stipulate that all class if led
mlitary information approved for release under the programw || be safe-
guarded in accordance with the applicable GS0IA and Industrial Security
Protocol. If such agreenents do not exist with the foreign governnment
concerned, the necessary security provisions are incorporated in the
docunent ati on establishing the governnent-to-government program Conse-
quently, subcontracts which require the release of U S classified mlitary
information may be awarded to foreign industry only when: (1) the subcon-
tract is in furtherance of a specific governnent-to-governnent arrangenent
or, (2) assurances are obtained through governnent channels that the
government of the country in which the foreign industry resides wll assume
responsibility for ensuring the security protection of the U S classified
information involved. Al such subcontracts require the approval of the
user agency having jurisdiction over the classified information invol ved.

8-102 Ceneral . Upon receipt of classified information furnished under
the above-cited agreenents, the receiving governnent shall adm ni ster the
same Security protection it applies to its own classified information of

an equivalent classification level. The receiving governnent shall be
responsible for information so received, while it is within its territorial
jurisdiction or while-it is possessed by, or furnished to, persons it
authorized to receive such information pursuant to this arrangenent. How
ever, in the event subcontracts are awarded to a contractor in the country
originally furnishing the classified information, that country wll assunme
responsibility for the security of such information.

a. costs. Costs incurred in conducting security investigations
and inspections related to the contract will be borne by the governnent
rendering the service. Qher security costs, including the transportation
of classified material, shall be borne by the party for whomthe contract is
to be performed. Each contract shall contain provisions concerning security
costs to be incurred under the contract.

b. Transm ssion. Transm ssion of classified material shall be
made oaly through representatives designated by each of the governnents.
Each contract or subcontract shall specify the transm ssion channels to be
used. Such transm ssion shall be only through governnent-to-governnent
channel s.

C. Use of U S. Information. Us. contractors shall not use,
i ncorporate, disclose, or release any U.S. classified information, other
than that furnished to themfor use in connection wth the classified
contract, without the express witten authorization of the UA responsible
for the information. The appropriate authority of the responsible UA shall
ensure that the proposed release is consistent wth the National D sclosure
Pol i cy.

d. “U.S. Minitions List” Itens. If U S. classified information
or unclassified technical 1ntformation on the "y,8. Munitions List" is in-
volved in the foreign govermment's procurenent, an export |icense fromthe
Department of State is required, unless export is permtted under the -

L™
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e exenptions in sections 125 or 126 of the ITAR  The export authorization
letter or |icense is prima facie evidence to the contractor that the-‘request
for disclosure of the U S classified information or material in the foreign
government’s contract has been staffed by the Departnment of State with the
UA whose classified information is involved. However, if the |icense in-
volves the release of U S «classified information, the provisions of para-
graph 65, ISM, apply.

e. Subcontracts. Unless specifically prohibited in the classi-
fied contract, the followng rules apply.

(1) A U.S. contractor may subcontract within the U S. in
accordance with sectton VI, ISM, and within the country of the contracting
government under the procedures prescribed in paragraph 8-104.

(2) “A subcontract may be placed in another country only
wth the permssion of, and under conditions agreed to by, the contracting
or sponsoring governnent, the government of the country of the subcon-
tractor, -and the prine contractor’s governnent.

f. Security Requirenents Clause. Each governnent in the process
of negotiating or approving a classified contract is required to incorporate
In the contract docunent an appropriate security requirenments clause, and
any other security provisions of the classified contract shall be furnished
~.. to the governnent agency designated to furnish security supervision over the
“ "% contract. The Deputy Director (Industrial Security), HQDISis the US.

Gover nment agency that shall receive security requirenments clauses from
the foreign governnent for its classified contract. In turn, the Deputy
Director (Industrial Security), HQ DIS shall furnish such clause to the U S
contractor or subcontractor through the CSO

g. Responsi bility for Channels of Transm ssion. The CSO will be
requested by the Deputy Director (Industrial Security), HQD'S, to designate
a U.S. Government representative to serve as the channel for the transm s-
sion of classified information between the U S. and the foreign governnent.
The CSO wi I | furnish guidance to the U S. Government representative as
fol | ows

(1) For _Information to be Transmtted Qutside the U S.

(a) Ensure that the contractor has an export authoriza-
tion letter or license issued by the Departnment of State in accordance wth
the ITAR (reference (1)), or that the necessary determ nation has been made,

i n accordance wth the U S. foreign disclosure policy, that the U S. classi-
fied information or material is releasable to the foreign governnent con-
cerned under a governnent-approved program

(b) Ensure that the information to be exported is that
for which the necessary export and disclosure authorization has been ob-
tained and does not contain other U S. classified information in the _
possession of the contractor, unless specifically authorized in witing as

4 prescribed in paragraph 8-102c above.
g |
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(c) Verify that U S. classified material authorized
for release to the foreign government is marked wth the U S. classifica-
tion and the equivalent foreign classification. Affix the foreign country
name before its classification nmarking, and type “U. S." before the U S.
classification. |f the equivalent foreign classification is in English,
an additional classification marking is not necessary. The US. classified
material authorized for release to the foreign government will bear an
appropriate downgrading and declassification marking.

(d) Examne the material for proper packaging in
accordance wth paragraph 17, |SM

(e) Obtaim jnstructions on how and where to ship from
the Deputy Director (Industrial Security), HQ DIS, through the CSO after
such instructions have been obtained from the foreign governnment represent-
ing the foreign procuring activity. The method of shipping will be in
accordance with UA shipping regulations or instructions while the nateria
s under U S. control, before delivery to the foreign procuring activity.

(f) Qotain an appropriate receipt for the shipnment
fromthe representative of the foreign governnent.

(2) For Information Received from Qutside the U S.

(a) If the foreign classification is not in English,
affix the equivalent U'S. classification marking to the foreign classified
material, note the foreign country nane before its classification marking,

and mark “U."S.” before the U S. classification (see paragraph he, ISM). |f

the foreign classification appears in English, an additional classification
marking is not required.

(b) Forward to the contractor, in accordance wth U S.
rules for safeguarding classified information, the classified information
received fromthe foreign government or its representatives. Wen requested
by the foreign government, ensure that the contractor furnishes receipts for
the information.

(c) Maintain a record of receipt and dispatch of all
foreign classified material.

8- 103. Forei gn Governnent C assified Contracts or Subcontracts to U. S,
Industrz.

a. The procedures of this section apply to the protection of
foreign government classified information released to a cleared U S.
contractor. They apply to those cases in which contracts, subcontracts, or
precontract negotiations, involving foreign classified information, herein-
after referred to as classified contracts, are placed or entered into within
the U S. by a foreign governnent or a foreign firmon behalf of the foreign
gover nment . Normally, a-foreign government will place a classified contract
through U S. Governnent-channels. The initial point of contact on the
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placenent of a foreign classified contract in the U S. wll be the Deputy
Director (Industrial Security), HQ DIS. If the CSO ascertains, either
through the U S. contractor concerned or by recurring inspection; that a
foreign classified contract has been placed outside governnent channels,
such information shall be reported immediately to the Drector, DS, ATTN:
Deputy Director (Industrial Security). That office, after contacting the
foreign government concerned, will furnish to the CS0 appropriate instruc-
tions for handling the security aspects of the foreign contract. The

CSO will ensure that appropriate instructions are provided to the U S
contractor concerned.

(1) Expect as provided in paragraph (2) below, the Deputy
Director (Industrial Security), HQ DIS will adm nister the security aspects
of such contracts including establishment of channels of transm ssion of

classified infornmation or materi al .

(2) A UA may adm nister the security aspects of classified

B R EEEEEE =

*

contracts including the establishment of channels of transm ssion of classi- *

fied material or information in the foll ow ng cases:

(a) for contracts in support of the Mutuwal Aid Program
(MAP)

o (b) when the U S. Government, through a UA, contracts
for classified defense material, including technical data, for delivery to a
foreign governnent, and 8

(¢) when the UA is designated as the executive agent 1/
to nonitor a classified contract awarded to a U S. contractor by a foreign
gover nnent .

b. When the Deputy Director (industrial Security), HQ DI1S,
determ nes that an appropriate security agreenent does not exist, it w |
SO advise the CSO. In the absence of a specific security agreenent or other
type of agreenent containing a security clause obligating the U S. Govern-
ment to protect the foreign government’s classified information, the con-
tractor will be advised by the CS0 to that effect, that the U S. Governnent
does not ensure the safeguarding of any foreign classified information
rel eased directly to the U S. contractor, and that such information wiil be
protected in accordance with instructions received fromthe foreign govern-
ment Or foreign contractor releasing -the information to the U S. contractor.
The U S. contractor shall be advised by his or her CSO that when-an appro-
priate security agreenent does not exist, the contractor shall not indicate
or infer that the U S. Government wll be involved in the safeguarding of
any foreign classified information released to the U S. contractor. The
contractor should notify the foreign government involved.

1/ The executive agent is the UA appointed by appropriate authority within
the Dot to act for a foreign government in that foreign governnent’s
contract with U S, industry.

*
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c. Responsibilities of the Deputy Director (Industrial *
Security) , HQ DIS. *
(1) Effect necessary coordination of security matters *

between activities of the DoD and UA's. *
‘ (2) Establish, subject to the provisions of this and other *
appl i cabl e regul ations, procedures for the transmssion of classified *
i nformation between the foreign country and the U.S., and the U S and the *
foreign country. These procedures will be coordinated with the designated *
agency of the foreign governnent which is responsible for security neasures *
related to the contract. Appropriate guidance shall be furnished to the CSO *
(see paragraph 8-102g Above). *
(3) Notify the contractor, through the €80, of the proce- *

dures for the transm ssion of classified information which have been *

est abl i shed.

(4) Notify the CSO when the precontract discussion between *
the foreign government and the U.S. facility on the contract being perfornmed #
w Il involve the release” or disclosure of foreign classified information to =*
a facility.

(5) Qbtain security classification guidance fromthe foreign *
government, assign equivalent U S. security classification? and furnish cop- *
les of it to the contractor through the Cs0. °

*
"

(6) Assist the contractor in resolving questions concerning
classification of foreign government information. In coordination wth the
desi gnated foreign governnent agency, arrange for a review of the foreign
classified information for downgrading or declassification during perfor-
mance of the contract and when the contract is conpleted.

* % ¥ ¥ %

*

(7) Obtain copies of the security requirenents clause
and any other security provisions of the contract. Forward copies to the
CS0 and the contractor, through the CSQO

* ¥

(8) Coordinate with the ACO to ascertain that the actions
set forth in the table in paragraph e below, which the ISM and this regul a-
tion charge to the ACO, have been taken. Coordinate with the designated
agency of the foreign governnent prior to taking any action hereunder which
will result in a direct security cost, or when otherw se necessary. (Duties
vot specifically assigned herein are reserved to the foreign governnent or
foreign contracting activity concerned.)

* % % ¥ X ¥ %

(9) On receipt of report fromthe CSO under paragraph c(4) *

bel ow, advise the foreign government concerned. *

d. Responsibilities of the CSO  The €SO shall perform the func- *

tions prescribed in the TSMand this regulation on the sane basis as would =
apply to a facility performng on a US. classified contract. This shall * .
i nclude, but shall not be [imted to, the granting of a FCL required to * d
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acconplish the foreign classified contract, the conduct of PECL surveys, and
the performance of industrial security inspections. In addition', the CSO
shal | be responsible for the follow ng.

(1) Take the action set forth in the follow ng table which -

the ISMand this regulation charge to the Cso0.

(2) Submt through the Director, DS, ATTN. Deputy Director
(I'ndustrial Security), to the ACO for approval, any action hereunder which
Wi || result in a direct security cost, or when ot herw se necessary.

(3) Ensure that contractors having access to foreign classi-
fied information are informed of their responsibility to. safeguard it in

accordance with applicable |aws, regulations, and security agreenents.

(4) Report pronptly to the Director, DIS, ATTN. Deputy
Director (Industrial Security), by phone or nessage, the |oss, conprom se,
or suspected conmprom se of foreign classified information, which occurs
while the security of the information is a responsibility of the U S This
advance notice should include a brief statenent of the facts surrounding the
i ncident and an indication as to when the conplete investigative report wll
be submtted. Under no circunstances should the CSO communicate directly
with agencies of the foreign governments on such natters.

(5) Report to the Director, DI'S, ATIN: Deputy Director
(I'ndustrial Security), when in the course of recurring inspections or by
other neans, it 1is ascertained that a foreign classified contract has been
pl aced by either a foreign governnent or a foreign contractor with the
U.S. contractor (without having utilized secure governnent-to-government
channel s).

(6) Mark the U S. classified material, or cause it to be
marked, with the equivalent foreign security classification.

(7) Examne classified nmaterial, or cause the nmaterial to be
exam ned, which is proposed for transmssion to the foreign governnment or
its representatives, to ensure that only authorized U S. classified informa-
tion is contained in the shipnent.

(8) Ensure that the shipnent, to the point where the repre-
sentative of the foreign government accepts security responsibility, is nade
in accordance with U S. regulations for the transmssion of classified
i nf ormati on.

(9) Ootain an appropriate receipt for the shipment fromthe
representative of the foreign government.

(10) Include a provision in the contract that all US.
classified information furnished or generated under the contract with the
foreign government or contractor shall be returned on conpletion or term -
nation of the contract to the UA of the U S. contractor, in the case of a

subcontract, or that permssion to retain the information shall be obtained
fromthe UA

181
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(11) The UA shall informthe Director, DI'S, ATIN: Deputy
Director (Industrial Security), when it authorizes a U S. contractor to

place a U S. classified contract in a foreign country involving disclosure
of U S classified information to the foreign country.

e. Tabl e of Functional Responsibilities - Foreign (assified
Contracts. Certain duties which this Regulation and the ISM assign to the
contracting officer or to the contracting User Agency are, wth respect to
foreign classified contracts, assigned to the Deputy Director (Industrial
Security), HQ DIS, the admnistrative contracting officer, or the cognizant
security office. Table 1 shows the assignnent of these responsibilities.
Duties not specifically assigned in the table are reserved to the foreign
government agency or foreign contracting activity concerned (see paragraph
1-101d(2)). Requests for instructions concerning security responsibilities
reserved to the foreign governnent or foreign contracting agency shall be
submtted through the Director, DIS, ATIN: Deputy Director (Industrial
Security).

8- 103 182
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Table 1

Deputy Director

(Industrial
: Security),
Action Ref er ences HQ DIS ACO Cso
1.  Approves retention of Pars. 51 5a = ------ X

classified information by and 64, |SM
contractor or subcontractor.
2. Authorizes and provides in- Pars. 5 and 17, =====— X X
struction for transmssion ISM
of classified informtion
outside the facility.

3. Authorizes reproduction of Par. 18, 1I8M - X
classified informtion.

4. Authorizes destruction of Par . 19, ISM - — X
certain classified infor-
mat ion.

5. Approves visits for Par. 41, 1ISM —-=—=—= x2/ X
Categories 2 and 3
visitors.

6. Approves electrical Pars. 35 and 36, — x3/ x
al ar m service. ISM

7. Approves controlled areas. Par. 34, |SM —-—-— x3/ x

8. Authorizes disclosure of Par. 59, |SM ————— x

TOP SECRET (TS) information
to subcontractor.

9. Receives notification of Par. 62, |SM X X X
award of classification
subcontract 4&/.

10. a. Approves security Par. 60, 1ISM - —-- X
cl assification guidance
for subcontracts.
b. Obtains security clas- X
sification guidance for
subcontracts.

11. Investigates security Section 5, ISR —— X
vi ol ations.

12. Takes action regarding Pars. 2-102 and X —— X
certain interimFCL's 2-307, ISR

and PCL's 5/, if there will

be a crucial delay in the
contract performance.

2/ Some foreign contracts will be managed by the country’s personnel directly
fromthe country concerned, its WAshington enbassy, or other neans wth
no U S. contracting officer involved. US. UA S control Category 4 visits
as well as Category 3. Necessary coordination will be effected with the
Deputy Director (Industrial Security), HQ DIS, the CSO, and the contractor
concer ned.
3/ If costs are involved, the ACO authorizes reproduction of classified
i nformation.
i 4/ This notice shall be sent to the CSO of the subcontractor.
< 5/ Approval on interimPCL's will be taken by DI SCO at the direction of the
Deputy Director (Industrial Security), HG DIS.

-
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8- 104 Procedure for the Security of U.S. Cassified Contracts or

Subcontracts Awarded to a Foreign Contractor. The UAmay initiate action
to award, or ‘permt one of Its contractors to award, a classified contract
to a foreign contractor in accordance with the UA regul ations, provided the
classified information involved has been approved for release (or is deter-
mned to be releasable) to the governnent of that country under the National
Di scl osure Policy, and the foreign governnent concerned has entered into a

O

security agreement or other security arrangenment with the U S., under which #

it agrees to protect U S. classified infornmation released to it (see para-
graph 65, 1SM, and 8-101).

a. The UA acting on its own behalf, or on behalf of its con-

*

tractors or subcontractors, shall comunicate directly with the designated *

forei gn agency toacconplish the follow ng.

(1) Request approval for the placenent of prime contracts or
subcontracts in the foreign country.

(2) Obtain the necessary security assurance or arrange for
the clearance of the foreign facility to be visited and approval of visits
of U S. personnel necessary to carry on precontract negotiations leading to
the award of a classified contract.

(3) Request approval for individual visits, or establish an
approved list for continuing visits, to activities in the foreign country in
connection with the classified contract._ Requests for approval of visits
shall include the information set forth in paragraph 37d, |SM The general
policies relating to visits set forth in paragraph 3-400 are equally appli-
cable to visits in connection with U S. contracts awarded to firns in for-
eign countries.

b. On approval of the contract by the foreign governnent, the
UA shal | be responsible for the follow ng.

(1) Include, or cause to be included, a security require-
ments clause in each U S. classified contract awarded to a foreign firm
Thi s shall include any special security requirenments necessitated by
differences in the industrial security system of the foreign governnent.

(2) Specify in the security clause, limtations, if any,
to be placed on the authority of the contractor to place classified
subcontracts.

(3) Furnish, to the designated foreign governnent agency
security classification guidance for each classified contract. (Quidance
shall be kept current and reviewed for downgradi ng or declassification
action when the contract is conpl et ed.

(4.) Establish, subject tothe provisions of this and ot her
appl i cabl e regulations, procedures for the transm ssion of classified infer-
mation between activities in the foreign country and activities in the U S

These procedures shall be coordinated with the CSO and the designated agency * :

of the foreign governnent.
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(5) Designate the U S. activity or representatives through :
which all transmssion” of classified information between the U S. and. .
forei gn govermment shal | pass.

(6) Mark the U S. classified naterial, or cause it to be
marked, W th the equival ent foreign security classification.

(7) Examine classified material , or cause it to be exam ned, *
which is proposed for transmssion to the foreign governnent or its repre- g
gsentatives, t0 ensure that only authorized U S. classified information is ,

contained in the shipnent.

(8) Ensure that the shipnment, to the point where the repre- *
sentative of the foreign governnent accepts security responsibility, is nade
in accordance with U S. regulations for the transm ssion of classified
i nformati on.

(9)- CQbtain an appropriate receipt for the shipment fromthe *
representative of the foreign government. *

(10) Include a provision in the stating contract that all
U S classified information furnished or generated under the contract with *
the foreign governnent or contractor shall be returned on conpletion or
termnation of the contract to the UA or U S contractor, in the case of a *
subcontract, “or that permssion to retain the information shall be obtained *

£ from the UA. *
¢.” Tne VA shall informthe Director, DIS, ATTN. Deputy Director *
(Industrial Security), when it authorizes a U S. contractor to place a U S *
classified contract in a foreign country involving disclosure of U S clas- *
sified i nformation to the foreign country. *
Part 2. PROCEDURES PERTAINING TO U.S. PATENT AGENTS ENGAGED I N i

FI LI NG CLASSI FI ED PATENT APPLI CATI ONS FOR FORElI GN GOVERNMENTS
8- 200 Appl i cati on. *
a. in order to conformwth agreements entered into between the *
U S. Governnent and certain foreign governments pertaining to the reciprocal *
filing of classified patent applications, the follow ng procedures have been *
devel oped by the DoD and the representatives of certain foreign governnents. *
b. These procedures will apply only to those cases in Which U S *
patent agents are engaged in filing classified patent applications in the *
U S. Patent O fice under a secrecy order on behalf of one of the partici- *

pating foreign governments (see paragraph 8-203).

C. The DoD industrial security procedures shall be used to
protect the foreign classified information released to U S. patent firnms. *

4 8-201 CGeneral. The DI'S, on the request of the designated rep’ resentative *
/- of the participating foreign government,. will assune responsibility for the *
FCL of U S patent firns that will be engaged in this program
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8- 202 Pr ocedur es.

a. The foreign government concerned wll request the Arned
Services Patent Advisory Board (hereinafter referred to as the Board) to
provide information as.to the clearance status of U S. patent firns prior
to the release of any classified information to the firm

b, The Board will forward the request to the Director, DIS,
ATTN : Deputy Director (Industrial Security).

C. |f the firmeither does not possess a FCL or the current
clearance. is at a |lesser level that required, the CSOw Il be requested by
the Deputy Director (Industrial Security), HQ DIS to process the firmfor an
appropriate FCL. On conpletion of such action, the Deputy Director (Indus-
trial Security), HQ DIS wll be advised. In turn, HQ DIS will notify the
Boar d.

d. The Board will informthe foreign government concerned of the
status of the clearance and the address of the CSO which has security cogni-
zance over the facility.

e. After a clearance has been granted or confirmed, the foreign
government concerned may then deliver the classified information to the
facility, or it may send the classified information through the CSO. At the
discretion of the foreign government concerned, the U S. patent agent may
be authorized to return the foreign government’s classified information
directly to that foreign government. On the initial release of the informns-
tion to the facility, the foreign governnent concerned will notify the CSO
that the classified material has been physically delivered and specify the
channel for transm ssion of foreign classified information which the U S
patent agent has been authorized to follow.

f. On recei pt of such notice, the CSO will informthe facility
that it 4s obligated to protect the classified information furnished to it
I n accordance with the procedures established in ISM.

g. |f the foreign government concerned is advi sed by the Board
that the U S. patent ageut does not have the capability to physically safe-
guard the classified information, the foreign governnent may transmt the
classified information to the designated CSO. In such cases, the CSO shall
retain physical custody of the classified information, until the facility
devel ops the necessary capability for safeguarding. The classified infor-
mation shall then be delivered to the facility by the €so. The CSO shall
advi se the Director, DI1S, ATTN. Deputy Director (Industrial Security) when
the facility develops the ability for safeguarding and when the classified
i nformation has been delivered. That office shall then informthe Board.
The Board, in turn, shall notify the foreign government.

h. Solong as a foreign government or firm naintains an agree-
ment or contract wth a cleared” patent attorney or agent in the U S for the
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filing of classified foreign patents, the CSO shall keep the Deputy Director *.

(I'ndustrial Security), HQ DIS informed of any change in the status of the
facility.
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i. |If the foreign governnent concerned desires to release informtion
of a higher classification category than the level of the FCL, the foreign govern-
ment till request information fromthe Board regarding the eligibility of the

facility to receive the higher category of classified infornmation.

j. The above procedures shall not apply when TOP SECRET i nfornmation
is involved. If a requirenent should arise involving a patent application in the
TOP SECRET category, the matter till be handled on an individual basis between the
forei gn governnent-concerned, the Board, and the Deputy Director (Industrial Secu-
rity), BQ DIS. The Deputy Director (lIndustrial Security), HQ DIS shall determ ne
the security requirenments in the specific case and shall so advise the CSO

8- 203 Participating Countries. The follow ng countries have executed agree-
ments toparticipate in this procedure: Australia, Belgium Canada, Dennark,
Republ i ¢ of France, Federal Republic of Germany, Geece, Italy, Luxenbourg, The
Net her | ands, Norway, Portugal, Sweden, Turkey, and the U K

Part 3. OFFICE OF | NDUSTRI AL SECURI TY | NTERNATI ONAL

8- 300 General . The DoD has established the 01S1 to provide admnistrative
assistance for industrial security purposes to U S. industry in their market-
ing, liaison, and technical assistance activities outside the U S. “The 01S1
operates under the supervision and direction of the Deputy Director (Industrial
Security), HQ DIS. The 01Sl1 acts as the central file outside the U.S. for
information pertaining to security clearances and security assurances for U S
citizen contractor enployees assigned outside the U S.  Such information from
the file is avail abl e-for official use by agencies and activities of the US.
CGovernment, foreign governments, NATO, and U S. contractors.

8-301 Functi ons.

a. The 01S1 assists U S. industry, foreign governnents, and
I nternational pact organi zations by processing classified visit requests
for U S contractor enployees, and by providing: storage for classified
material; secure mail channels for transmssion of classified naterial
between a contractor in the U S. and an approved destination outside
the U S., when specifically authorized by the Deputy Director (Industrial
Security), HQ DIS; and security briefings, orientations, and certificates.

b. Wien assigned, the 01S1 inspects contractor activities on
U S. Governnent installations outside the U S.

8- 302 Addr esses.

a. Mlitary Miling Address -- Ofice of Industrial Security
International, APO New York 09667

b. CGvilian Miiling Address — O fice of Industrial Security, *
International, Steenweg Op Leuven 13, 1940 St. Stevens-Woluwe, Brussels, *
Bel gi um *

c. US. Cable Telegram Address -- 01S1 Brussels, Belgium *
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d. O her Cable —01S1, American Enbassy, Brussels, Belgium 1000
Brussels, " Belgium

e. TELEX Address -- 01S1, Anmerican Enbassy, 21336, Brussels
f. Tel ephone -- Brussels O 322 720-8259

g, Mannheim, \\est Gernmany, Field O fice — Commercial *

(49621) 472582, Autovon 380-8363 *
h. 01S1 - Far East (FE), Yokohama, Japan -- Commercial *

045- 441- 0378, Autovon 235-6703 *

Part 4. OVERSEAS OPERATI ONS OF U. S. CONTRACTORS

8- 400 Gener al .

a. This part, sets forth access and safeguarding requirements for
cleared U S. citizen enployees of U S. cent ractors assigned to duty stations
outside the U S. These requirements also apply to U S. citizens who, in addition
to being cleared as enployees, of cleared U S. contractors, also are dual -status

enpl oyees of foreign subsidiaries which are wholly owned and controlled by
cleared y.,s, facilities.

b. This part does not apply to:

(1) uncleared enpl oyees of cleared U S. contractors who are
stationed outside the US.

(2) U S citizens who are representatives of any foreign interest
or enpl oyees of foreign subsidiaries of cleared U S, facilities but do not hold
dual -status enployment with the owning or controlling U S facility, and

(3) representatives (not enployees) of cleared U S. contractors.

C. Cl eared enployees of U S. contractors stationed overseas are eli-
gible to attend periodically schedul ed security briefings conducted by the 01S1. -
These brief ings are designed to famliarize the enployee with the international
aspects of the DoD Industrial Security Program and the security requirenents
unique to the foreign countries in which the contractor does business.

8~401 Access. Contractors are authorized to grant access to U S. classified
information to their cleared enployees who are assigned overseas, subject to the
follow ng.,

a. Access to U S. classified information identified In this

sent ence shall be granted only With the prior witten approval of the UA
having prinmary int crest in the inf ormat iom concerned:

(1) TOP SECRET information; R
(2) RESTRI CTED DATA OR FORMERLY RESTRI CTED DATA |,
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(3) COMSEC and COMMUNI CATI ONS ANALYSI S i nf or mat i on (see
paragraph 6 of reference (q)),

(4) special access programs information (see paragraph 5,
ISM), and

(S) information for which foreign dissemnation has been
prohibited in whole or in part.

b. Access shall be limted strictly to that information required
by enpl oyees for performance of the specific duties or contracts for which
they are assigned overseas. Furthernore, access to U S. classified infor-
mation under this part shall be nade, to the maxi num extent practical
on an oral or visual basis. \Wen physical access is to be granted to an
enpl oyee, the appropriate safeguarding provisions set forth in paragraph
8-402, shal | be-strictly conplied wth.

C. Access to U S. classified information for cleared enpl oyees
assi gned overseas may be “granted both in the U S. and overseas.

d. Access to U S. classified information granted‘to cl eared
enpl oyees of a cleared U . S. facility who are also enployees of a U S.
whol I y-owned and controlled foreign subsidiary of such facility 1s granted
only in their capacity as enployees of the cleared U S. facility. Con-
tractors granting the access are responsible for ensuring that their
enpl oyees provide the required safeguards for any classified information

Y which may be disclosed to them in addition, contractors shall take

appropriate action to ensure” that U S classified information entrusted to
the enployees is not further released or made available t0 Ot her employees
of the foreign subsidiary.

8- 402 Safeguarding U S. Cassified Information. The follow ng addi-
tional safeguards are prescribed in connection wth U S. contractor overseas
operations.

a. Transm ssion. Transm ssion of classified material outside
the U S. by cleared contractors shall be in accordance with paragraph 17e,
ISM. Hand-carrying of classified information by cleared contractor enploy-
ees is not permtted, unless it is acconplished in accordance wth paragraph
1-602e(1). The material nust be addressed to a U S. mlitary activity or
other U S. Governnent activity, and nust be marked for the attention of the
contractor or the enployee for who it is intended. The U S activity” wll
notify the contractor or contractor enployee of the receipt of the nmaterial.
Classified material nmust be transmtted only through U S. Governnent chan-
nels. Normally transmssion wll be by Registered Mail through US MIi-
tary Postal Service or by ARFCOS. However,” the contracting officer may
authorize any of the other approved nmethods of transm ssion described in
paragraph 17e, 1sM. |f disclosure authorization is required and has been
obtained, it should be cited in the transm ssion docunent with the effective
dates and any other limtations. The contractor nust make prior arrange-
ments for the storage of U S. classified mterial with a US. nilitary

v installation, the 01S1, a mlitary attache, a MAAG and Office of Defense
./ 'Cooperation ox a U S. diplomatic or consular office, prior to-transnitting”

U.S. classified material overseas.
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b. Cust ody and Storage.

(1) Personnel authorized access to U S. classified materi al
overseas wWill normally only be permtted such assess at a U S. Governnent
activity. The storage of U S. classified material overseas at any |ocation
other than a U S. Government-controlled installation is prohibited.

(2) It is the responsibility of the U S. Governnent repre-
sentative acting as custodian for the classified material toensure himor
herself that: (i) the contractor enployee has an appropriate security
cl earance for the level of access involved, (ii) an established need-to-
know, and (i41i) that the presence of classified material overseas has been
authorized by the contracting officer. Additionally, the U S. Governnent
activity providing storage for the contractor shall establish procedures to
ensure that classified material renoved from storage for use is either
returned at the end of the workday or is to be stored at another U S.
mlitary or U S. Governnent-controlled installation.

(3) Cdassified material which is in tenporary storage
for contractors is the responsibility of the holding activity and is to be
handl ed and stored ia accordance with regul ations applicable to the host .
activity. The material shall not be controlled in any nore |enient manner
than the host activity’s own classified material. |,

(4) If, in the performance of a contract, project, or
m ssion unusual conditions make it necessary for a contractor enployee to
have tenporary physical custody of U S. classified material, authorization
for removal nust be obtained froma responsible official of the holding
activity. \Wen such custody is authorized, the enployee is responsible for
personal possession and surveillance of the material. Imediately follow ng
t he purpose for which the material was needed and the renoval was aut hor-
| zed, but in all cases prior to the end of the workday, the material is to
be returned to the U S. Governnent activity for storage purposes. Wile in
transit in the enployees custody, the classified material nust be double
wr apped and acconpanied. by either: (i) a contractor enployee, courier, or
escort who is cleared for access to the level of the classified information
involved, or (ii) acconpanied by a U S. Government civil service enpl oyee or
mlitary person who |Is cleared for access to the level of the classified
i nformation involved. Hand-carrying of classified material by contractor
enpl oyees across international boundaries in prohibited. 1In the event the
contractor has not returned the classified material at the end of the work-
day and arrangenent for approved storage el sewhere has not been nade, the
U.S. Governnent representative shall inmediately initiate aninquiry to
determne all the facts. |If appropriate, a spot report will be forwarded
to DI SCO and the €SO of the HOF with infornation copies to 0ISI, the Deputy
Director (Industrial Security), HQ DIS, and the contracting officer. Subse-
quently, a conplete report will be nmade and submtted to the sane addresses.
The CSO will bring the matter to the attention of the contractor’s HOF and
obtain an assurance fromthe managenment that there will be no recurrence.
DISCO, on receipt of the report, will, if appropriate, take the action
required by paragraph 2-230. The €50 and DI SCO wi || advise the governnent

activity initiating the inquiry, and the contracting officer, of the results
of the action taken. -
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C. Di scl osure. Except as provided for in paragraph 3-400,
contractor personnel are not authorized to disclose classified informa-
tion to any foreign governnent or its representatives. (Ceared contractor
personnel overseas may, however, disclose classified informtion:

(1) to other cleared personnel within their conpany who have
been granted a LOC at the required | evel and who have a need-to-know for
access to the information concerned,

_ (2) to any appropriately cleared mlitary or civilian menber
of a UA who has a valid need-to-know, and

(3) outside the contractor’s organi zati on within the U S
only in accordance with the ISM and outside the U S. only in accordance
wth specific instructions fromthe contracting officer of the UA

Part 5. ACCESS TO CLASSI FI ED | NFORVATI ON OF FOREI GN_ GOVERNVENTS AND
| NTERNATI ONAL PACT ORGANI ZATI ONS UNDER A U. S. SECURI TY ASSURANCE

8- 500 General. In its relations with friendly and allied foreign
governments, the U S. has entered into various treaties and agreenents

wher eby each signatory governnent agrees to safeguard the classified
information released to it by the other government. These range from
bilateral agreenents which provide only that each government w || safeguard,
in “accordance with mutual ly agreed procedures, the classified information
released to it by the other governnent, and that the information will not be
disclosed to a third country without the ccnsent of the, originating govern-
ment, to nultilateral treaties establishing international organizations for
concerted defense, with either a technical annex establishing the detailed
procedures and standards for safeguarding classified information originated
or dissem nated by the organization, or provisions authorizing the organi-
zation to establish nmutually agreeable regulations for safeguarding such

| nf ormati on.
8-501 Security Assurances.
a. In order to assist U S. cleared contractors in nmeeting

personnel security requirenents inposed by friendly and allied foreign
governnents with whomthe U S. has entered into bilateral security agree-
ments for access by U S. citizens to foreign classified material, which is
under the contract of the foreign governnent or organization, the contractor
will send a request for the necessary security assurance to the Director,
DISCO. The application shall be nmade in accordance wthout the requirenments
of paragraph 99a, ISh.

b. DI SCO shal | ascertain the security status of the individual
and make a security assurance determnation. A favorable determ nation wll
result in issuance of the security assurance to the requesting contractor;

a DISCO Form 560 will also be entered into DISCOs files, but will not be

_ issued to the contractor unless, in accordance wth paragraph 99a(3)(e),
\f; ISM, access will include y,s, originated and appropriately marked classified

=" information. This action will involve making inquiry of the PSCF, a UA or
other f ederal agency, according to available information regarding clearance

191 8-501



status of the individual. If the individual does not have a valid LOC on
file, DISCO shall initiate an appropriate investigation. |If the security
assurance requested is for SECRET or CONFIDENTIAL, a NAC is required. It

t he assurance requested is for TOP SECRET, a Bl is required. |f DI SCO can
not nake a favorable determ nation, or there is a -Justifiable need to sus-
pend or revoke a LOC on which the security assurance has been issued, DI SCO
w || follow the procedures in paragraph 2-320.

8- 502 Adm nistrative Term nation of Letters of Consent. On receipt of

notification fromthe contractor under paragraph éb(b), ISM, that a cleared
immgrant alien resides or is assigned outside the U S., Puerto Rico, Guam
or the Virgin Islands, DISCO wi ||l admnistratively termnate w thout preju-
dice the LOC issued the individual and so advise the contractor.

8- 503 Annot ation of Clearance Records. On receipt of the report of an
overseas assignment required by paragraph 6b(2), ISM, DI SCO wi | | annotate

the PSCF to reflect the enployee’s new duty assignnent and notify 01S1 of

the action, so that 01S1 may anmend its records. The PSCF, and the record

provided to 01S1, shall reflect that the briefing prescribed by paragraphs
97 and 99a, ISM, has been acconpli shed.
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